CCIE SECURITY v6.1 Real Labs--- DOO Module

CCIE SECURITY v6.1 Real Labs--- DOO Module

Module2-DOO

Ver: 1

©www.passccielab.com all rights reserved.

www.passccielab.com All rights reserved Created by robbis -1-



CCIE SECURITY v6.1 Real Labs--- DOO Module

www.passccielab.com All rights reserved Created by robbis -2-



CCIE SECURITY v6.1 Real Labs--- DOO Module

1.2 Anyconnect VPN on ASA1v/ASA11v

You have been asked to configure a remote VPN solution in the interface Edge 1 layer of the

network to support traffic from the Sales and Finance organization The requirements are as

follows:

® Clients must be able to establish remote VPN sessions with an idle timeout of 1 days.

®  Active Directory must be used for the authentication.

® Only traffic that is destined for the Sales server,Finance server and NTP server must be
encrypted.
Traffic between Sales PC and Finance PC should be allowed.
For the Sales organization,the address must be assigned from the block of
172.16.1.1-172.16.1.10/24

® For the Finance organization,the addresses must be assigned from the block of
172.16.1.11-172.16.20/24

® DACLmust permit trafiic destined to Sales server,Finance server,NTP server and DNS server.
DACL must per.nit ICMP traffic between Sales PC and Finance PC.

Notes:

e For the deployment you must use the addresses provided under the "Addressing Tables"tab for
Task 1.2

Solution:

Management PC

Open TFTP server Application
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Ecst match

TOM TFTP Server e OPBH *TETP Server”

B peskiop app

Documents
TFTPServer-guilog

TFTPServer-guilog.1

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

TFTPServer.exe

Publisher: Unknovin
File origin: Hard drive on this computer

Show more details

lYes ‘
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fincis TFTP Server (] b

Teols Help solarwinds

Clear Log..

S\TFTP-Root Any TFTP Server service status Started

&

Geneal  Server Bndngs  Securty  Language

Status

TFTP Server service status: Rerted Stop

(1 X Make sure the "TFTP Server® service
[l is started.

Tray leon —

2 Add TFTP Servertn Windows System Tray

TFTP Cond

Tmeout |3 5= seconds

Retry & S timse when 2 remete chert dossn! respond

Storege

TFTP Server Root Dirsctery: ]
CATFTP oo B 2 A Check the file path.

[] Rename exsting fles on conflict

ASA3:

ASA3/ASA3/slaver#dir
leaderDirectory of disk0:/
(--Omitted here--)

110 -rwx 19473166  06:28:30 Nov 252020 anyconnect-win-4.2.04018-k9.pkg
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(--Omitted here--)

4118085632 bytes total(711901184 bytes free)

ASA3/ASA3/masteri#

ASA3/SA3/master#copy disk0:/anyconnect-win-4.2.04018-k9.pkg tftp:
Source filename [anyconnect-win-4.2.04018-k9.pkg]?<Press "Enter">
Address or name of remote host []?7150.1.7.201

Destination filename [anyconnect-win-4.2.04018-k9.pkg] ?<Press

secs(811381 bytes/sec)ASA3/ASA3/slaver#

ASA1v:

ASA1v/prilacti#dir

Directory of disk0:/

(--There is no anyconnect-win-4.2.04018-k9.pkg here--)

8571076608 bytes total (8559845376 bytes free)

ASA1v/prilact#

ASA1v/prilact#copy tftp:anyconnect-win-4.2.04018-k9.pkg diskO0:
Address or name of remote host []?150.1.7.201

Source filename [anyconnect-win-4.2.04018-k9.pkg]?<Press"Enter">
Destination filename [anyconnect-win-4.2.04018-k9.pkg]? <Press"Enter">

Accessing tftp://150.1.7.201/anyconnect-win-4.2.04018-k9.pkg..

(--Omitted here--)

Writing file disk0:/anyconnect-win-4.2.04018-k9.pkg..
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R9:

R9(config)#ip route 172.16.1.0255.255.255.05.2.3.1
R9(config)#router eigrp 1
R9(config-router)#redistribute static
R9(config-router)#exit

R9(config)#router eigrp 2
R9(config-router)#redistribute static
R9(config-router)#exit

R9(config)#

ASA1-c1:

ASA1/c1/seclacti(config)#route dmz 19.16.2.1 255.255.255.2555.2.5.8
ASA1/c1/sec/act(config)#router eigrp 2
ASA1/c1/seclact(config-router)#redistribute static
ASA1/c1/sec/act(config-router)#exit

ASA1/c1/seclact(config)#

Verify on ASA1-c1:

ASA1/c1/sec/act#show route

Routing Table:c1

Codes:L-local,C-connected,S-static,R-RIP,M-mobile,B-BGP
D-EIGRP,EX-EIGRP external,0-OSPF,IA-OSPF inter area
N1-OSPF NSSA external type 1,N2-OSPF NSSA external type 2
E1-OSPF external type 1,E2-OSPF external type 2
i- I1S-IS,su-1S-IS summary,L1-IS-IS level-1,L2-1S-IS level-2
ia-IS-IS inter area,*-candidate default,U-per-user static route

0-ODR,P-periodic downloaded static route,+-replicated route
www.passccielab.com All rights reserved Created by robbis



CCIE SECURITY v6.1 Real Labs--- DOO Module

Gateway of last resort is not set

C 5.2.3.0255.255.255.0 is directly connected,inside

L 5.2.3.1255.255.255.255 is directly connected,inside

C 5.2.5.0255.255.255.0 is directly connected,dmz

L 5.2.5.1255.255.255.255 is directly connected,dmz

C 5.2.7.0255.255.255.0 is directly connected,outside

L 5.2.7.1255.255.255.255 is directly connected,outside

S 19.16.2.1255.255.255.255[1/0]via 5.2.5.8.dmz

DEX 161.1.7.0255.255.255.0 [170/3072]via 5.2.7.9,00:00:37,outside
DEX 172.16.0.0255.255.0.0[170/3072]via 5.2.7.9,00:00:37,outside
DEX 172.16.1.0255.255.255.0 [170/3072]via 5.2.7.9.00:0137,0outside
D 192.168.2.0255.255.255.0 [90/130816]via 5.2.5.8.00-01:41,dmz

ASA1/c1/seclact#

ASA2-c2;

ASA1/c2/pri/act(config)#route dmz 19.16.11255.255.255.2555.2.4.7
ASA1/c2/prilact(config)router eigrp 1

ASA1/c2/pri/act(config-router)#redistribute staticASA1/c2/pri/act(config-router)#exit

ASA1/c2/prilact(config)#

Verify on ASA2-c2:

ASA1/c2/prilact#show route

Routing Tabie:c2
Codes.L-local,C-connected,S-static,R-RIP,M-mobile,B-BGP

D -EIGRP,EX-EIGRP external,0-OSPF,IA-OSPF inter area

N1 -OSPF NSSA external type 1,N2-OSPF NSSA external type 2
E1 -OSPF external type 1,E2-OSPF external type 2

| -IS-1S,su-IS-IS summary,L1-1S-IS level-1,L2-IS-IS level-2

la -IS-IS inter area*-candidate default,U-per-user static routeo-

O -DR,P-periodic downloaded static route,+-replicated route
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Gateway of last resort is not set

C 5.2.2.0255.255.255.0 is directly connected,inside

L 5.2.2.1255.255.255.255 is directly connected,inside

C 5.2.4.0255.255.255.0 is directly connected,dmz

L 5.2.4.1255.255.255.255 is directly connected,dmz

C 5.2.6.0255.255.255.0 is directly connected,outside

L 5.2.6.1255.255.255.255 is directly connected,outside

S  19.16.1.1255.255.255.255[1/0]via 5.2.4.7,dmz

DEX 161.1.7.0255.255.255.0 [170/3072]via 5.2.6.9,01:52:00,0utside

D EX 172.16.0.0255.255.0.0[170/3072]via 5.2.6.9,01:52:00,0utside

D EX 172.16.1.0255.255.255.0[170/3072]via 5.2.6.9,00:11:11,0outside
D 192.168.1.0255.255.255.0 [90/130816]via 5.24.7,01:53:40.dmz
ASA1/c2/prilact#

R9:

R9#show ip route eigrp
Codes:L-local,C-connected,S-static,R-RIP,M-mobile,B-BGP
D-EIGRP,EX-EIGRP external,0-OSPF,IA-OSPF inte,area
N1-OSPF NSSA extermal type 1,N2-OSPF NSSA exernal type 2
E1-OSPF external type 1,E2-OSPF external type 2
i-1IS-IS,su-1S-IS summary,L1-IS-IS level-1,12-IS-IS level-2

ia -IS-IS inter area,k -candidate default,U-per-user static route
0-ODR,P-periodic downloaded static route,H-NHRP,I-LISP
a-application route

+-replicated route,-next hop override,p-overrides from PIR

Gateway of last resort is not set
5.0.0.0/8 is variably subnetted,10 subnets,2 masks
D 5.2.2.0/24 [90/3072]via 5.2.6.1,02:03:28,GigabitEthernet2.1

D 5.2.3.C/24 [90/3072]via 5.2.7.1,00:04:54,GlgabitEthernet2.2
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D  5.240/24 [90/3072]via 5.2.6.1,02:03:28.GigabitEthernet2.1

D 5.2.5.0/24 [90/3072]via 5.2.7.1,00:04:54,GigabitEthernet2.2

DEX 19.16.1.1 [170/3072]via 5.2.6.1,00:12:01,GlgabitEthernet2.1
DEX 19.16.2.1 [170/3072]via 5.2.7.1,00:04:54,GigabitEthernet2.2
D 192.168.1.0/24 [90/131072]via 5.2.6.1,02:03:28,GigabitEthernet2.1
D 192.168.2.0/24 [90/131072]via 5.2.7.1,00:04:52,GigabitEthernet2.2

R9#

ASA11v:

ASA1v/prilact(config)#route inside 19.16.1.1255.255.255.2555.2.8.9
ASA1v/pri/act(config)#route inside 19.16.2.1255.255.255.2555.2.8.9
ASA1v/prilact(config)#route inside 150.1.7.200255.255.255.2555.2.8.9
ASA1v/pri/act(config)#route inside 150.1.7.231 255.255.255.2555.2.8.9
ASA1v/pri/act(config)# dns domain-lookup inside
ASA1v/pri/act(config)# dns domain-server 150.1.7.200
ASA1v/pri/act(config)#domain-name cisco.com
ASA1v/pri/act(config)#http server enable

ASA1v/pri/act(config)#http 150.1.7.0255.255.255.0 mgmt
ASA1v/pri/act(config)#crypto key generate rsa label cciekey modulus 1024
INFO:The name for the keys will be:cciekey

Keypair generation process begin.Please wait..
ASA1v/prilact(config)#

ASA1v/pri/act(config)#crypto ca trustpoint ccietrust
ASA1v/pri/act(config-ca-trustpoint)#enroliment self
ASA1v/pri/act(config-ca-trustpoint)#fqdn asal.cisco.com
ASA1v/prilact(config-ca-trustpoint)#subject-name CN=asa1.cisco.com
ASA1v/pri/act(config-ca-trustpoint)#keypair cciekey
ASA1v/pri/act(config-ca-trustpoint)#exit

ASA1v/pri/act(config)crypto ca enroll ccietrust

WARNING:The certificate enrollment is configured with an fqdn
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that differs from the system fqdn.If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enroliment?[yes/no]:yes
%The fully-qualified domain name in the certiticate will be:asal.cisco.com
%Include the device serial number in the subject name?[yes/no]:no
Generate Self-Signed Certificate?[yes/no]:yes
ASA1v/pri/act(config)#
Verify on ASA11v:
ASA1v/pri/act#show crypto ca certificate
Certificate
Status:Available
Status Available
Cerificate Serial Number:d24f4962
Certificate Usage:General
PurposePublic Key Type:RSA(1024 bits)
Signature Algorithm:SHA1 with RSA Encryption
Issuer Name:

hostname=asa1l.cisco.com

cn=asal.cisco.com
Subject Name:

hostname=asa1.cisco.com

cn=asal.cisco.com
Validity Date:
start date:08:40:30 GMT Apr 32022
end date:08:40:30 GMT Mar 312032
Associated Trustpoints:ccietrust
CA Certificate

Status:Available
Certificate Serial Number:18dad19e267de8bb4a2158cdcc6b3b4da

Certificate Usage:General Purpose
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Public Key Type:RSA(2048 bits)
Signature Algorithm:SHA1 with RSA Encryption
Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority-G5
ou=(c)2006 Verisign\,Inc.-For authorzed use only
ou=VeriSign Trust Network
o=VeriSign\,Inc.
c=US
Subject Name:
cn=VeriSign Class 3 Public Primary Certification Authority-G5
ou=(c)2006 VeriSignl,Inc.-For authonzed use only
ou=VeriSign Trust Networko=VeriSign\,Inc.
c=US
Validity Date:
start date:00:00:00 GMT Nov 82CC6
end date.:23:59:59 GMT Jul 162036
Associated Trustpoints:SmartCallHome ServerCA

ASA1v/prilact#

Verify on ASA1v.

ASA1v/sec/stby#snow crypto ca certificate
Certificate

Status:Available

Ceruificate Serial Number:d24f4962

Certificate Usage:General Purpose

Public Key Type:RSA(1024 bits)

Signature Algorithm:SHA1 with RSA Encryption
Issuer Name;

hostname=asa1.cisco.com

cn=asa1l.cisco.comSubject Name:
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hostname=asa1.cisco.com
cn=asal.cisco.com

Validity Date:

start date:08:40:30 GMT Apr 32022

end date:08:40:30 GMT Mar 312032

Associated Trustpoints:ccietrust

CA Certificate

Associated Trustpoints:ccietrust
CA Certificate
Status:Available
Certificate Serial Number:18dad19e267de8bb4a2158cdcc6b3b4a
Certificate Usage:General Purpose
Public Key Type:RSA(2048 bits)
Signature Algorithm:SHA1 with RSA Encryption
Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority-G5
ou=(c)2006 Verisign\,Inc.-For authorized use only
ou=VeriSign Trust Network
o=VeriSign\,Inc.
c=US
Subject Name:
cn=VeriSign Class 3 Public Primary Certification Authority -G5
ou=(c)2006 VeriSign\,Inc.-For authorized use on,
ou=VeriSign Trust Network
o=VeriSign\,Inc.
c=US
Validity Date:
start date:00:00:00 GMT Nov82CC#6
end date:23:59:59 GMT Jul 162036
Associated Trustpoints:SmartCallHome_ServerCA

ASA1v/sec/stby#

ASA1v/sec/stby#

ASA11v;
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ASA1v/pri/act(contig)#webvpn

ASA1v/priact(config-webvpn)#enable outside

INFO:WebVPN and DTLS are enabled on'outside’'.
ASA1v/pri/act(config-webvpn)#anyconnect image disk0:/anyconnect-win-4.2.04018-k9.pkg
ASA1v/pri/act(config-webvpn)4 anyconnect enable
ASA1v/prilact(config-webvpn)#tunnel-group-list enable
ASA1v/pri/act(config-webvpn)#exit

ASA1v/prilact(config)#access-list sales standard permit host 19.16.1.1
ASA1v/pri/act(config)#access-list sales standard permit host 150.1.7.231
ASA1v/prilact(config)#access-list sales standard permit 172.16.1.0255.255.255.0
ASA1v/pri/act(config)#access-list finance standard permit host 19.16.2.1
ASA1v/prilact(config)#access-list finance standard permit host 150.1.7.231
ASA1v/pri/act(config)#access-list finance standard permit 172.16.1.0255.255.255.0
ASA1v/prilact(config)#ip local pool salespool 172.16.1.1-172.16.1.10 mask 255.255.255.0
ASA1v/pri/act(config)#ip local pool financepool 172.16.1.11-172.16.1.20 mask 255.255.255.0
ASA1v/prilact(config)#group-policy sales internal
ASA1v/pri/act(config-group-policy)#dns-server value 150.1.7.200
ASA1v/prilact(config-group-policy)#vpn-idle-timeout
1440ASA1v/pri/act(config-group-policy)#vpn-tunnel-protocol ikev2 ssi-client ssl-clientless
ASA1v/prilact(config-group-policy)#split-tunnel-policy tunnelspecified
ASA1v/pri/act(config-group-policy)#split-tunnel-network-list value sales
ASA1v/prilact(config-group-policy)#split-dns value cisco.com
ASA1v/pri/act(config-group-policy)#default-domain value cisco.com
ASA1v/prilact(config-group-policy)#address-pools value salespool
ASA1v/pri/act(config-group-policy)#webvpn
ASA1v/pri/act(config-group-webvpn)#anyconnect keep-installer installed
ASA1v/pri/act(config-group-webvpn)#always-on-vpn profile-setting
ASA1v/prilact(config-group-webvpn)#exit

ASA1v/pri/act(config-group-policy)#exit

ASA1v/prilact(config)#group-policy finance internal
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ASA1v/pri/act(config)#group-policy finance attributes
ASA1v/pri/act(config-group-policy#dns-server value 156.1.7.200
ASA1v/pri/act(config-group-policy)#vpn-idle-timeout 1440
ASA1v/pri/act(config-group-policy)#vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
ASA1v/pri/act(config-group-policy)#split-tunnel-policy tunnelspecified
ASA1v/prilact(config-group-policy)#split-tuinnel-network-list value finance
ASA1v/pri/act(config-group-policy)#split-dns value cisco.com
ASA1v/pri/act(config-group-policy)#default-domain value cisco.com
ASA1v/pri/act(config-group-policy)#address-pools value financepool
ASA1v/prilact(config-group-oolicy)#webvpn
ASA1v/pri/act(config-group-webvpn)#anyconnect keep-installer installed
ASA1v/pri/act(config-goup-webvpn)#always-on-vpn profile-setting
ASA1v/pri/act(confio-group-webvpn)#exit
ASA1v/prilact(ccnfig-group-policy)#exit

ASA1v/priect(config)#aaa-server ISE protocol radius
ASA1v/prilact(config-aaa-server-group)#dynamic-authorization
ASA1v/pri/act(config-group-policy)# vpn-tunnel-protocol ikev2 ssi-client ssl-clientless
ASA1v/prilact(config-group-policy)#split-tunel-policy tunnelspecified
ASA1v/pri/act(config-group-policy)#split-tuinnel-network-list value finance
ASA1v/prilact(config group-policy)#split-dns value cisco.com
ASA1v/pri/act(config-group-policy)#default-domain value cisco.com
ASA1v/prilact(config-group-policy)#address-pools value financepool
ASA1v/pri/act(config-group-policy)i webvpn
ASA1v/pri/act(config-group-webvpn)#anyconnect keep-installer installed
ASA1v/pri/act(config-group-webvpn)#always-on-vpn profile-setting
ASA1v/prilact(ccnfig-group-webvpn)#exit
ASA1v/pri/act(contig-group-policy)#exit

ASA1v/priact(config)#aaa-server ISE protocol radius
ASA1v/pri/act(config-aaa-server-group)#dynamic-authorization

ASA1v/pri/act(config-aaa-server-group)#interim-accounting-update

www.passccielab.com All rights reserved Created by robbis -15-



CCIE SECURITY v6.1 Real Labs--- DOO Module

ASA1v/pri/act(config-aaa-server-group)#exit
ASA1v/prilact(config)#aaa-server ISE(mgmt)host 150.1.7.117
ASA1v/pri/act(config-aaa-server-host)#key cisco
ASA1v/pri/act(config-aaa-server-host)#exit
ASA1v/pri/act(config)#tunnel-group sales type remote-access
ASA1v/pri/act(config)#tunnel-group sales general-attributes
ASA1v/pri/act(config-tunnel-general)#authentication-server-group ISE
ASA1v/prilact(config-tunnel-general)#accounting-server-group ISE
ASA1v/pri/act(config-tunnel-general)#default-group-policy sales
ASA1v/prilact(config-tunnel-general)#exit
ASA1v/pri/act(config)#tunnel-group sales webvpn-attributes
ASA1v/prilact(config-tunnel-webvpn)#group-alias sales enable
ASA1v/pri/act(config-tunnel-webvpn)#exit
ASA1v/pri/act(config)#tunnel-group finance type remote-access
ASA1v/pri/act(config)#tunnel-group finance general-attributes
ASA1v/pri/act(config-tunnel-general)#authentication-server-group ISE
ASA1v/pri/act(config-tunnel-general)#accounting-server-group ISE
ASA1v/pri/act(config-tunnel-general)#default-group-policy finance
ASA1v/pri/act(config-tunnel-general)#exit
ASA1v/pri/act(config)#tunnel-group finance webvpn-attributes
ASA1v/pri/act(config-tunnel-webvpn)#group-alias finance enable
ASA1v/pri/act(config-tunnel-webvpn)#exit
ASA1v/pri/act(config)#group-policy sales attributes
ASA1v/prilact(config-group-policy#group-lock value sales
ASA1v/pri/act(config-group-policy#exitASA1v/pri/act(config)#group-policy finance attributes
ASA1v/prilact(config-group-policy)#group-lock value finance
ASA1v/pri/act(config-group-policy)#exit

ASA1v/prilact(config)#i crypto ikev2 policy 10
ASA1v/pri/act(config-ikev2-policy)#encryption aes-255

ASA1v/prilact(config-ikev2-policy)#integrity sha256
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ASA1v/pri/act(config-ikev2-policy)#group 2ASA1v/pri/act(config-ikev2-policy)#exit
ASA1v/prilact(config)crypto ipsecikev2 ipsec-proposal VPN
ASA1v/pri/act(config-ipsec-proposal)#protocol esp encryption aes-256
ASA1v/prilact(config-ipsec-proposal)#protocol esp integrity sha-256
ASA1v/pri/act(config-ipsec-proposal)#exit

ASA1v/prilact(config)#crypto dynamic-map DMAP 10 set ikev2 ipsec-proposal VPN
ASA1v/pri/act(config)i crypto dynamic-map DMAP 10 set reverse-route
ASA1v/prilact(ccnfic crypto map CMAP65535 ipsec-isakmp dynamic DMAP
ASA1v/pri/act(contig)#crypto map CMAP interface outside
ASA1v/priact(config)#crypto ikev2 enable outside client-services port 443
ASA1v/pri/act(config)#crypto ikev2 remote-access trustpoint ccietrust
ASA1v/prilact(config)#ssl trust-point ccietrust outside

ASA1v/prilact(config)#
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Management PC;

Download and open ASDM

& Vomuig Potarrtal Secuity ot X |

€ » 0 £ Not Szaure [} https://150.1.7.53 B Qe

O Fictar eutornaticaly seads seme daea 10 MLl 5o That wk st irmpreve you oizefience,  CW0se What| Shere

A Warning: Potential Security Risk Ahead

Firafox detecied a patential securily threat and did not continue 1o 150.1.7.53. If pou visit this site, attackers cutd try
to steal information Fee your passwords, emails, or credit card detsils.

Learn more,

150.1.7.52 uses an invalid security cerificate,
The certificate & nal TruEted Decause itis celf-saned

Erros code: MOZILLA_PKIX_ERROR_SELF SIGNED_C77F

Vicw Cortificata

ommended)

Geeo S5OM 752 x +
« (o] QO A hipe1501.T.53 Gelniin poheyndez i & Q serch
|
i N
- EL cisco ASDM 7.5(2) il
Coco ASDM 2.57) x o
« o Q A hips/180.LT5  simin pushi i deshi T Q Serch

|
L, cisco ASDM 7.5(2) alual,

cisco

Osco AGDH 7.5(2) pravides an nbeitve graphical user incertace B1at makes it a5y 1o sek up,
configurs and @scnape your O3co secunty 2pphances.

e ASDM Gan nn eis & local application or & & lave Web Start soolnatsn.

R 0 ien, 4510 wary SeCarite 00 nos fiorh vosr
0eRman U g 1 zopTcatan has D1ese 30w rages:

= 122 ca srvion AECH From a daclirap shartna. Fio beowoar s reqysvedt,
= One Fesktog SROMCAR BTOVS yOU LD CHNNMIE 1D M LILHE SECUNTy 320130008

lesiel ASEM Laenches | £h

Jarwa Web Sart is "eguired to nn ASCH, but % & netinatelied on this cormpaies.

Inistall lava Weib Start

Coperight 2 2006-2015 Ciseo Syseems, Ine. &1 rights seserved.
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[ =
| - CscoASDMTSR) x|+ - 8 x

Kil
)

<« X O & nhitps://150.1.7.53/scmin/public/indexitml ¥ Q Search
D 1501753
This site s asking you to sign in.

Useroame

2 & Sign in

Cisco ASDIA7.52) x |+

« & O & Oor netpey/150.1.7.53/adr i | iblicfindex.atml %% Q soarcn

[

¥, cisco ASDM 7.5(2) =

Cisco ASDM 7.5(2) provides an intuttive araphical user interface that makes it easy to set up,
configure and manage your Cigco ecurity appliances.

Cisco ASDM can run as a local appiication or as a Java Web 5tart application.

RUN

0 A

as a local application

When o rur. Ciso ASDM as a local application, it conects to your security
desizop usingSS1_ Aunninn Cisco ASEIN A< an Agnlcalion has th

Opening cm-isunck e me: x

eiance from your

You have chosen to opert
18 dm-wunchermsi
whichis Package (757 KB)

from https//150.1.7.53
& [ X save
Would you like to save fhis file?

[ Tmstall Java Web Start |

Copynight © 2006-2015 Cisco Systems, Inc. Al rights reserved.
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e« c O & O nttps//150.1.7.53/zcmin/public/indechtrl Y2 Qsearch ® +
ﬁ ol Click to open the folder X1] Fi
B4, cisco ASDM 7.5(2) aly
€IS shouat dowrtoacs

Cizco ASDM 7.5(2) provides an intutive graphical user interface that makes it casy to set up,
configure and manage your Cisco security ppliances,

Cisco ASDM can run as 3 local application or as a Java Web Start application.

RUN Gisco ASDM as a focal application

When yoa rur Cisco ASDM a5 a local apalication, it cornects to your securty aphance from your
deskzop using S5L. Running Cisco AZON as an spplication hes these advantages:

» You can invake ASDN fram a deskiop shortcut. No browse- is required.
« One deskeop shorteut allows yos to connact to multiple sacurity appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application’

3ava vieb Start is required to run ASCM, but It is not instalied on this computer.

Install Java Web Start

Conyright  2036:2015 Ciccn Systems, Inc. All rights reserved.

Application Tools  Downloads - ] X
Home  Share  View Manage e
2 & > ThisPC > Local Disk(C:) > Users > admin 5> Downloads v @  Seorch Downloads ry
Name Date modified Type Size
# Quick access
ﬁ@ dm-launcher 6/30/2024 10:16 AM  Windows Installer .. 757 KB
[ Desktop *

Application Tosls  Downloads

Home Share View Manage

4 & > ThisPC » Local Disk(C:) > Users » acmin s Downloads v B Search Downloadls
Name Dzte modified Type

# Quick access

i
dm-launcher
I Desktop . I ﬂg‘ =

< Downloads o "

=
= Documerts

Size

6/30/2024 10:16 AM  Windows Installer ... 757 1B |

ble click to open the installation package
| Pictures

@ OncDrive
3 Thiz PC
i Local Disk (C:)

= Network

4 Yom. 2y oup

1item 1 itemn selected 757 KB

www.passccielab.com All rights reserved Created by robbis -20 -
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" | E] ’: = Application Taoly  Downloads —_ O X
Home Share View Manage ™ 0
1 ‘ > ThicPC » Local Dick (C:) » Urerr > Uzer > Downloadc v 0 | | Search Dovmloads ]
~
Name | Date modified Type Size
s Quick sccect 7 . 2 :
dr Open File - Securty Wamin, X 75TKB
I Deskiop » 54 Ope i 9 [ k)
‘ Downloads # The publisher could not be verificd. Arc you surc you want to run this
@ Decumente E 4 software?
gl Pictures » ﬁ Name: CA\Uesre\Uean\Downloade\dm-launcher.mel
- ,: o Publizher: Unl Publish
Type: Windowrs Installer Package
@& OneDrive :
From: CA\Users\UseA\Downloads\dm-lhuncher.msi
! ThsPC
Run | | Cancel I
DVD Drive (D:) 20220 .
% Local Dizk (C) 7] Abways ask before opening this file o
ﬂv Natwark
. This file does not have a valid digital signature that verifies its
'y Homegroup @ publither. You thould only run software from publich tr. you trust.
w can | deaide wh frwrar nt
Titem  1item selected 757 KB §==1=

4 Cisco ASDM-IDM Launcher - Instaiishieid Wizard X

Welcome to the InstallShield Wizard for Cisco
ASDM-IDM Launcher

The InslaliShield(R) Ywizard wil instal Cisco ASDM-IDM
Launcher v 1.7(0) on vour computer,

To continuz, dick Next.

WARNING: This program is protected by copyright law and
nternational treaties.

www.passccielab.com All rights reserved Created by robbis -21-
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ﬁ Cisco ASDM-1DM Launcher - InstallShielel Wizard

Destination Folder "\

L
Click Next ta imstall to this folder, or dick Charge to install to a different folder, |

Install Cisco ASDM-IDM Launcher to:

.,-/ C:\Program Files (x@6)\Cisco SyslemsiAsDMY | Change...

n=talshield

43 Cisco ASDM-IDM Launcher - InstallShield Wizard

Ready to Install the Program
The wizard is ready to bagin installation.

Click Install to begin the installation.

If you want to review or change any of your in- t2llz don settings, cdlick Back. Click Cancel to
exit the wizard.

Instalishicd

www.passccielab.com All rights reserved Created by robbis -22-
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User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

C:\Users\User\Downloads\dm-launcher.msi

Publisher: Unknown
File origin: Downloaded from the Internet

Show more details

Yes o

#&? Cisco ASDM-IDM Launcher - InstallShield Wizard

InstallShield Wizard Completed

The Installshield \Wizard has successfiilly installed Cisco
ASDM-IDM Launcher. Click Finich to exit the wizard.

www.passccielab.com All rights reserved Created by robbis -23 -
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Cisco ASCM-IDM Launcher v1.7(0)

Cisco ASDM-IDW: Launcher 2l

CciIsco

Device IP Address /Na’ne!EE’ﬁ. 1.7.33 I o hd |

Username:
Passord: m N _ J

[[] remember the username of the spedfied device on this computer

[JRun =.Deino Mode

== ==

Ciscg ASDL- DM Launcles

Secunty Waming

Do you want to Continue?
The connection to this website is untrusted.

[

4 Viebsite: htips://150. 1.7.53:993

Note: The certificate is not valid and cannot be used to verify the identity of this webste,
More Information

W

www.passccielab.com All rights reserved Created by robbis -24 -
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E Cisco ASDA T7.3(2)61 for ASA - 150.1.7.53
Fre View Tools Wmards Window Help fT:q;claplc wscordh

Home| 63 Coniguraton [ weritorng ([ 5o QU rofioeh ok € Fervand | D vy ~ cisco

+ - -
2 £¥ Dovice Coshooard B2, Frowal Dashooscd
o
4 Bemelfematon ) eesbee
Bl | General ticonse Fleee wait ...
L Hest Narrer: |
ASA Verson: Device Uptime:
ASOM Varsions Ocvice Types ({1
'
' .
{ B ASAv licenze ptate: Uniicensod X[ =
Pt ChTEsS S5 VFIE There is no active ASAv plstform beense instaled. The ASAw is running in degraded hast
mode. Theough hesbax frenal trathe wil be rate Imited i 100 Ebps ard
Imitof 09 Imposed.
CPU Usage (percent) — -
[JBonsat show $is message again

= T T T y T I
) 12:00 1400 1900 18X0 2000 2200 |
00:09 02:00 €405 2030 00:00 13

| Memory Usage (48) »
’ . || ~ousside’ mterface Traffic Usage (hps
[ - —
00:00 02.00 0403 0640 08.00 10.00 12.00 +1.00 1300 18.00 2000 22.00 J SU:DU 0250 0403 D "GO0 1000 12:00 4§00 1399 16XO 2000 220
alak B inutkGps: W Ostoutihose
[LstestASDI4 Syslog Messages = T ST
Intodzng coemrumcation medules. . 4f3/22 5:08:04 MM
[@ Cisco ASDM 7.5(2)61 for ASA - 150.1.7.53 = ] X
File Tools Igards Window Help Type topic to search ‘ Go i I Wt I i
Command Line Interface... Bak o Forward E? Help | ci1SCo
Show Commancls Ignored by ASDM on Device R = =SS S
::‘ Packet Tracer..
% F Ping...
L!] | File Management... | Interface 1P AddressMask Line Link Kbps
B | Checktor asasmsom Updat = [ 5‘51'3' ”"’*/ : w : w :
| A N mgmt 150.1,7.53/24 wp w
Upgrade Software from Lo~ al Ccmnputer... suteide 52.10.1/24 O w ow o
A Downgrade Software..
Firg
Tol Backup Configurs'o: - |
J
Restore Cc ~fig rauuns Select an mterface to view mput and output Kbps
| Sysiora Re'nad..,
MR i ecotors Alert o Clientless SSLVPN Users.. elversws
P tails This Host: PRIMARY (Active) Other Host; SECONDARY (Standby Ready) Details

58

{ N tgr e Network Object Group Members...

. ﬂ_ e o S e e
sl
amor

T Connections Per Second Usage e — e —
ASDM Java Console... !
i g

e et e il 2.

09:45 00:48 0p:a7 00:48 ooa
M UDP: 0 M TCP: 0 M Totel: 0 |

1600 | ~‘outside’ Interface Traffic Usage (Kbps) |
725MB ]
L
500 ‘ |
PR
o T T T T y
09:45 08:%8 0857 08:48 09:49
[ T T T T T W InputKbps: 0 M OutputKbps: 0
09099221 00-45 00-48 a0:47 00:a8 00:40
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View Tools Wizards

Window Hé

@% Configuraton D Muritx!ng‘

@ Preferences

Indicate your preferences and cick OK to activate them. To restore the default settings,
didc Default, then did OK to save them.

General License Virtual Resources

Host Name:
ASA Version:
ASDM Version:
Firewall Mode:
Total Flash:

ASAlv
9.4(3)
7.5(2)61
Routed
129024 MB

A 299

General Rule Tables Syslog

[7] wamn that configuration in ASDM Is aut of sync with the configuration on the ASA
[4] Show configuration restriction message to read-only user

E Show configuration restriction message on a slave unit in an ASA duster

[ Confirm before exiting ASOM

[[] Enable screen reader support (requires ASDM restart)

1 4] wam of nsufficent ASA memory when ASDM loads

(4] Warn when ASAv doesn't have a vaid license or is overprovisioned

Total Memory Usage  Total CPL Usage

[4 Wam of upcoming license expiration when ASDM loads

Display wiarning E’U days before expirstion

— to search Go

Nmim
CIsco

Link Kbps
Q uw 0 |
O w 4 \

©uw 0 H

1Memorv Usage (MB) — - Communications \

| ] © | Eosisi carinanas Before saing ther 8 e devs_| |

( &0 ‘ [] Enable eumulztve (bateh) CLT delivery s ;5‘ 09252 ‘
| | Minimum Configuration Sending Timeout: 60 ‘ seconds (defauit 60) ’
| i
7258 ‘ 1000773 Loggng . o ‘
[ Enable logang to the ASDM Java console: ’
500 | |
LugmgLe'vel:‘l —\ ma s e m s .- ‘
0051 0052 ‘
o 4 T T Packet Caplure Wizard — |
521 g
ode I i) Specfy the psth to your netwiork sniffer spplcation (such as Etherea! Wir=sh. rk; . bich vll be = |
— — used by the Packet Capture Wizard to display the captured packets. -€ 10 pa™ s spedfied. the — -
\ Latest ASDM Syslog Messages default application for .pcap files wil be used. Og & X \
Netveark Sniffer Appfication: bl L Browsa...
OK Cancel | Rectore Lefaults Help
File View Tools Wizards Window Help | Go
— g
@ Hom{ Q)%}Conﬁguraﬁnn Ii’%mﬁomg B Save @ Refresh o Back u Forward Heb CISCO
Remote Access VPN (=10

l@ Bookmake

9 Introduction

letwork (Clent) Access

‘\ Dynamic Access Pelcier

Group Poldes

1Psecll v ) Carnecuon Profil

IPseq(IKE'2) Connection Profil

173 seawe Mol Solution
Adam 4 -zignment

B
®
% (.benﬂecﬂ SSL VPN Access

AAZ [ocal Users
Host Scan Image
Secure Desktop Manager
@ [EY Cerbficate Management
H Ej Language Localization
88 |6ad Balancing
{is' DHCP Server

i DNS

= @ Advanced

Site-to-Site VPN

Qb Device Management

www.passccielab.

Thus panel is used to manage AnyConnect Clent Profiles and perform group assignment for AmyConmect version 2.5 or later.You can select a profile to edt,
change group or to delete. You can select the "Add’ button to add a new profile. Pressng the Import ar Export button is for upload and download of clent profiles

between local machine snd device,

The profile Usage field is introduced with the Secure Mobdity Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

% Add | Edtt #5

hange Group Polcy | {] Delete| ) tmport| ) Export| 4 Validate |

Profie Name Profile Usage Group Policy

Profile Location

Aoolv.

com All rights reserved
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[ Cisco ASDM 7.5(2)61 for ASA - 150.1.7.53 - u X
File View Tools Wizards Window Help Type topic to Go o l i l Ve
0
@ Home: E& Configuration Lj Monitoring g Save @ Refresh ‘ 0 Back o Forward ( @ Help ‘ CIsco
' Remote Access VP o 7
7 Inroduction
Netwmk (Client) Access . . ¢ ;
i AreyCornact Conneclion Pro This panel is used to manage AnyConnect Cliant Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change

AnyConnect Customization]| group or to delete. You can select the 'Add’ button to add a new profile. Pregsing the Import or Export button is for upload and doanload of client profles be tween

- local machine and device.
AnyConnect Clent Profile The profie Usage field is introduced with the Secure Mobiity Solution, This field contains different profile usage in AnyConnect version 3.0 and later.
AnyConnect Cient Software
Dynamic Access Polices
Group Polides "
Add AnyConnect Client Profil x
TPsec([KEv1) Connection Prol @ Ty enneS SIS IS
IPsec(IKEV2) Connection Pro| 3
Seare Mobity Soton Profiename. [ saes prfie _ K 1 X sales profile

) Byp Address Assignment Profie Usage | AnyConmect VPN Profie
) &3 Advanced —

avice List

L

Location

Z:] Clientiess SSL VPN Access
[=: AAA/Local Users Enter a device file path for an xml file, ie, disk0:/ac_profile. The file il be

Host Scan Image automatically created if it does not exist.
1+ ff Secure Desktop Manager Profie Location |cisk0:/<ales_profile.xml | [ Browee Flach...
-3 Cer tficate Management S h
{2 Language Localization
22 | 0ad Balancing
{8 DHCP server

u| ONS GroupPoicy | sales v e m
Advanced

Upload

© Cocel || Help

o5, Device setup
53 Remota Access VPN

[E Cisco ASDM 7.5(2)61 for ASA - 150.1.7.53

= o X
File View Tools Wizards Window Help I - .
@b Home (}_?3 Configuration U Manitoring Q Save ﬂ Refresh ‘o Back \/ Forward @ Help CIsSCO
[ “Incmmm:sm a8 ; ote Access VPN > Network (Client) Acces: 3 5] |
= 2 Introduction

Network (Clent) Access . - 5

AnyCornect Connection Profil .5 p inel 5 used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit,

i @ AnyConmect Customizatic 1) 31 chz. ge group or to delete. You can select the ‘Add' button to add & new profile. Pressing the Import or Export buttonis for upload and dovinload of client profites
@ .

between local machine and device.
g [AnyConnect Client Profi

The profie Usage field s ntradiced with the Gecure Moty SoliBon, This eld contaihs different peafile Usagein AnyConnec version 3.0 and later-
AnyConnect Client Se av-=
10 Dynomic Access P lice: 0

i Group Polices ‘
[Psc(It 2v L, “o necuon Profi A | E,d

Boolmarks

il

hange Group Polcy| [i] Delete | B tmport ) Export| &1 Validate

TPrec(tk. ) Con ectionProf| |
S::f‘f w? ot | profie Name Drofile Usage Group Poley Profie Locaten
P Adare s 5 sgnment sales pr onnect yPNPr
7 L S

13 8 Ceentler ; SSL VPN Access
[4 g A\AZ ocal Users
] F st Scan Image
|" #p Secure Desktop Manager
(= (3 Certificate Management
@ Language Localzation
22 Load Balandng
ﬁ' DHCP Server
DNS

4
) ?@ Advanced

& Device Setup
Eren
B
Qa Site-to-Site VPN
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\_Fde View Tools Wizards Window Help

Monitoring B 5; G_ Reﬁe_sh | o Back o_ur_\'(an; ‘ @ Help |

&
i
i
g
g
&

Remote Access VPN
2 Introduction
EB! Network (Client) Access
£3} AnyConnect Connection Prof

AnyConnect Customization L
A
[T AnyConnest Client Software
Diynamic Access Policies.
Group Poldies
)| IPsec(IKEV 1) Connection Pro|
)} IPsec(IKEv2) Connection Pro|
- B sccure Mobility Solution
Byp Address Assignment
i1 &3 Advanced
2] Clientless SSL VPN Access
- ARA/Local Users
i Host Scan Image
& Secure Desktop Monoger
(-3 Certificate Management
- Ea Language Localization
22 Load Balandng
(' DHCP Server
Cv
& Advanced

a !

hﬂ Device List

&=

<

&} Device Setup

ga Frenal

Remote Access VPN
gg Site-to-Site VPN
@ Device Management

[Type Topic o search ]

cisco

This panel is used to manage AnyConnect dient Profiles and perform group sssignment for AnyConnect version 2.5 or later. You can select a profile to edit, change
group or to delete. You can select the ‘Add’ button to add a new profile, Pressing the Import or Export button is for upload and download of dient profies between
local machine and device.

The profile Usage field is introduced with the Secure Mobiity Solution. This field contains different profie usage in AnyConnect version 3.0 and later.

Add AnyConnect Client Profile

Profile Name Iﬁnance _profle

Profile Usage TnyCeme:tVPN Profie 2 ]

Enter a device file path for an xml file, ie. disk0:/ac_profile. The fie wil be
automatically created if it does not exist.

Profile Lacation  diskO: finance_profile.xm! \ { Browise Flash...

| Upload...

Group Policy

finance

7 CISCo

@ I'KI‘!!:‘U@ DBNDBJHIIMJ U ] lﬂ’ Save \. Refresh U Badck w Forvear

Remote Access VPN a g fury = 4

al

2 Introduction

Network (Client) Access

B} AnyConnect Connection Profi

-} AnyConnect Customization Lo

% AnyCannect Client Pre

[ig) AnyComnect Client Suft,are

Dynamic Access Flicies

Group Potties

IPsee() (EV 1) Connection Profi

B IPsec(iv2) Cornection Profi
T3 Securc Mobity Solution

‘H Bookmarks g7

. [y Coenthess SSL VPN Access
-y ALAfocal Ueers
Lost Scan Imege

#) Ky Secure Desktop Manager
7 [59 Certificate Management

Language Localzation

2.2 |oad Balancing

~fi#' DHCP Server

DNS

¥ ) Advanced

@ Py Aadress | ssignment
@A Avanced

< >
& Device Setup
% Frenal
% Site-to-Site VPN
@ Device Management
I :

www.passccielab.com All rights reserved

Tiie panel is used to manage AnvConnect Client Profies and parform group assignment for AnyCornect version 2.5 or later.You can zelect 3 profie to edit,

change group or to delete, You can select the ‘Add’ button to add a new profile, Pressng the Import or Export button is for upload and download of dient profiles
betwieen local machine and device.

The profile Usage field is intraduced with the Secure Mability Solution. This field contains different profile usage in AnyConnect version 3.0 and later.
£y Ad:l #E E‘

Profile Name

hange Group Poicy | [ Delete T tmport| B Expart| &) vaiidte |

Profle Usage Group Policy Profile Location
AnyConnect VPN Profie |disk0:/sales_prole. xml
‘AnyCannect VPN Profie finance disk0:/fnance_profie.

| e
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—r
VPN h
a R
- §33 Preferences (Part 1) Preferences (Part 1)
-7 Preferences (Part 2)
o) b s v
% - Backup Servers B = &
£ Certificate Matching [] Show Pre-Cannect Message rofiles
a 2 ertificate Enrollment
[l b Certificate Store
G @ ~ S
Hl [] Certificate Store Override
—
[[] Auto Conect On Start (A User Controllable [ \
[/] Mnimize On Comect [ User Controllable [
& [[JLocal Lan Access [ user contrellable
® |
[] Disable Captive Portal Detection User Controllable
®
® [] Auto Reconnect [[] user Contralable ‘
Auto Reconnect Behavior [] user Controllable ‘
ReconnectAfterResume v ‘ |
® ] Aute upcate ["] user Controliable }
| RSA Secure ID Integration [[] user Controliable ‘
Automatic ~
Windowrs Logon Enforcement
< | Siglelocallogon v
[ Windows VPN Estasishment
& L1 ¥ AllowRemoteUsers L |
ggﬂ
ot [ Cear smartCard PIN [ user Controllabi:
%' 1P Protocol Supported
gﬂ [Pv4IPv6 -
¢ ! } Sy v
v
Z|
|
‘ oK sance! Help
L - - P e —— == e
@ Ciscoppanaa \e4.G s ACA4CA42E ‘
@ 2nyCornest Client Prafile Editar - selessprofile X |
File Viey
=" (1] | M)
@ Home Profile: sales_profile Aot EeQ
= | VPN |
Renk b ” =r 3 a
i) | eemd 38} Preferences (Part 1) Seivi ruist '
- 5+ Preferences (Part 2) . — =
5 G Backup Servers
£ I8 Certificate Matching [« rofles
2 B = Hostname Host Address User Group Backup Server List  Automatic SCEP ... CAURL Mobie Settings .
a o= Certificate Enror * ent |
& [ Mobie Potcy ‘
2 sl Server List ! | | ‘
|
Note: it is highly recommended that at least one server be defined in a profie.

i |

Ed Detils |

B
;3
8
B8
#
o
(E2]

5

&
|

g._fi

[

&

|

2
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gy
@ Home Profile: sales_profile Abaut ‘SC Pe)
o | SarvarList Lo
q M ServerList Entry . X
> (1 X asal.cisco.com ‘
% Host Display Name (required) I!asal.ds:n.:ﬂm | | [] Additional mobile -only settings Edit... 4
E FQDN or [P Address Tser Group
‘asa 1.disco.com - I/
Group URL [2X asal.cisco.com
‘esal.dsco.com —1
Backup Server List Load Balancing Server List a]
il “Always On’ is disabled. Load Balancing Fields have been disabled.
=g Host Address Add Host Address 2
& Move Lp De'nie |
&-E8
=) Move Dovin
os
# Delet=
.
© 4 - |
Primary Frotocol IPsec v Automatic SCEP Hast B |
[] ASA gateviay CAURL |
‘m Auth Method During TKE Negoiiation EAPARYCom e [ Prompt For Chralerge Password
| IKE Identty (10S gateway only) CA Thumbprint
&
e
@ Sl
-
2 il
oK Cancrs | Help
@ Home, Profile: sales_profile About co
—1 | PN i
I Re it » g imk
Bl 8} Preferences Port 1) Server List
B 7 Preferences Part 2)
z Backup Servers
g 1 Certi i =
2 4 f e kg Hos'ne & Host Address User Group Backup Server List  Automatic SCEP... CALRL Mobie Settings fofles
a i Certificate Enrollment
5 Nobile Polcy dsco com  [asal.dsco.com - Inherited --

=3l Server Ust [

Note: Itis highly recommended that at least one server be defined in a profile.

e
il N

A

7 ] ‘7 ]
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=8|

l-j:|
!
i
-

6»*2?% Canngnum Ej;mng ‘

g Save GRAfresh oaack OLuMa'd ? Hep | cisco

Introduction
£ lebwork (Client) Access
8 Anyc(unne ci Connection Profil This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later. You can select a peofie to edit,
o o E Ay N change group or to delete. You can select the ‘Add’ button to add a new profiie, Pressing the Import or Export buttonis for upload and downioad of dient profiles
& T yComnect CustomizatonLof - patyeen local machine and device.
Q | i The profie Usage field is introduced with the Secure Mobiity Solution. This field containg different profile usage in AnyComnect version 3.0 and later,
AnyConngct Client Software
Dynamic Access Polides e
i Group Poicies |
B e pcameconmon] % M B B3t Crrge Gty bt Bt By ot e
IPsec(IKEv2) Comnection Profi 1
| a Seu.r?:‘El obiity Soluton Profile Name Profie Usage Group Policy Profile Location |
[+ Bp Address Assignment AnyConnect VPN Profie
[*E Advanced °
€2} Clentiess SSL VPN Access
G- AAA/Local Users
Host Scan Image
& Secure Desktop Manager
(=-[E] Certificate Management
[3 Language Localzation
4,8 | oad Balancing
{f DHCP Server
DNS
Advanced ‘
< >
& Device Setup
g Firewail
gg Remote Access VPNV
@ Site-to-Site VPN
m Device Management
»| T roply Reseat
File  Vie I|I|Il
@ +me| Profile: finance_profile About co
i == BN E
e -
) |48} Preferences (Part 1) Preferences (Part 1)
o i5” Preferences (Part 2) o !
5 Backup Servers ~
% ] % Certificate Matching [[] Use Start “efore Lagon User Conbrollable ofics
8 : & certificate Envalment i
= i : Mobie Polic [ shor . Fre-Connect Message
ii [2) Ce tificate Store
All v
i [[] Certificate Store Override
o [] Auto Connect On Start [V] User Controliable
N =
W |4 Minimize On Connect User Controllsble i
2]
H [] Local Lan Access [V] User Controlisble
: "? ‘ [] Disable Captive Portal Detection User Controllable
(=
§ ‘ [] Auto Reconnect (] user Controliable
™ Auto Reconnect Behavior [ User Cantrolisble
i~ e
. ! & é ReconnectA fterResume v
[/ Auto Update [] User Controllable
RSA Seaure ID Integration [ user Controllable
Automatic e |
Windows Logon Enforcement

SingleLocalLogon v

Windows VPN Establishment
- (1 X AllowRemoteUs

[ Cear smartCard PIN [ User Controllable
IP Protocol Supported

PRERA.[

v P Py
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"@  FQONor IP Address

R e
= @ AnyConnect Client Profile Editor - finance_profile
ile
@ tHome, Profile: finance_profile
= Lven y
£ {ﬁ} Preferences (Part 1) Server List
- 3~ Preferences (Part 2)
f‘g Backup Servers
2 - L5 Certificate Matching ofies
2 - Certicate Envolment Hostname Host Address User Group Backup Server List  Automatic SCEP ... CAURL Mabie Settings
| {3 Mobie Poliey
P affl Server List
Note: it is highly recommended that at least one server be defined in a profile. Delete ’ ‘
Edit. Detals !
| |
[E3
<
22
e
fz | il
" Cam = - — —_— — e
=11 Remd VPN . O
[&] 5 $8% preferences (Part 1) Server List [
3 At ‘
[ Server List Entry . X
(1 asal.cisco.com L

Host Display Name (requir- )

| asa L.clsco.com I [] Additional mobile-only settings Ecit;

User Group

I 3881.05¢o.cOmM

/

Group URL

asal.c'sco. om

Backu, Server List

Host Address
w
-8
. ER:
Primary Protocol
[ ASA gatenay

A

&

2]
&

£

Auth Method During TKE Negotiation

IKE Identity (IS gateviay only)

[>X asal.cisco.com

Load Balancing ¢

K

Server List
"Always On"is disabled. Load Balancing Fields have been disabled.

Host Address Add

Mave Down

Automatic SCEP Host

CAURL

E£6P-AnyCon. ..

[ Prompt For Challenge Password
CA Thumbprint

L
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S EFL

Rem{ | JLVN

{é} Preferences (Part 1)

§ [ Server List Entry

L d FCON or IP Address

2 Penfocanenn foee |

Host Digplay Name (requir- )

Server List

[1X asal.cisco.com

lusal.ds:o.cum l
User Group

[] Additiorial mobdle-only settings

Iasal.csco'cc'n

|/

Group URL

asal.csco. om

Backw, Server List

Host Address

Primary Protocol

[/ AsA gateway

Auth Method During TKE Negotiation

IKE Identity (10S gatewiay only)

. (>R asal.cisco.com

Load Balancng Server List

"Aways On"le digabled. Load Balancing Fields have been dicabled.

Add iost Address
Move Up
Move Daw
Dalete
- - (S X |Psec
Automatic SCEP Host
CAURL
EAP-AnyCon. .. [ Promopt For Challange Password

CA Thumbprint

&dd

Delete

oK ‘ Cancel ‘ Help
g ACIVE - [asco Ty CUTERTENT T T TET 22 1041 AM GMT
) [ : boo
ﬁ i é} Preferences (Part 1) Server List
. 5 Prefy (Part2)
5 Backup Servers
E|l L cart
Bl % Z:::: “E‘::;;"fn 1 Hostame Host Address User Group Badkp ServerList | Automatic SCEP ... CAURL Mobile Settngs | | [ofles
F R wobike Poicy asal.cisco.com [asat.cisco.com — Inherited
= Server Uist
Note: itis highly recommended that atleast one cerver be definedin a profile. Delete | |
Edt... Detaiie [ -!
B |
oh| -
&
Help
Tﬁw’ e TS TS m mm 11 AM GMT
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Back [ rorerd [ @ Fieb CIsCo

[4]| Remote Access ven & 7 Confiquration > Remote Access VPN > Network (Client) Access > AnyConnect Client Profile @]
[ 2 ntroduction

AnyConnect Corinectioh Bfofl This pane’ is used to manage AnyCennect Clent Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profie to edit,

) chane group or to delate, You can select the 'Add button to add a new profile. Prassing the Import or Export button s for upload and download of client profiles
¥ bet sen local machine and device.,
i The profile Usage field is Introduced veth the Secure Mobikty Selution. This field contains different profile usage In AnyConnect version 3.0 and later.

AnyCornect Customization Lo

‘I\Br

Dynamic Access Polcza

8 Group Polices -
BB IPoac(IKEV1) Conr 2ebuon Profl % Add|[F edit §5 change Group Pokcy [ Delete Elmporz‘i Export| ) vaidate|

L e
3 ‘;i:‘z i;.:,: 1“:4:',-::“ . Profiie Name Profilc Usoge Group Policy Profile Location
PR Bip Addrase A ngnment sales_profile AnyConnect VPN Prafile
@ B A et
= Clenties S°L VPN Access
C) 254 L cal Users
Hes! Zcan Image
E Secure Desktop Manager
(& [F% Certificate Management
E‘;l Language Localzation
- %8 L 0ad Balanding
ﬂ DHCP Server

4 DNS ]
& ?:3 Advanced

disk0: /sales_peofie. xaml

<

b, Device Setup
B Frenat
@Egm;m
G ste-tositeven

Q Device Management

¥

A acave  asco l1s @ B W @ 43722 10:17: 11 AMGMT

File  View Toole Wizardse Window Help [TVPC WO o seard Gi

@h e[ ot [ et [ e Qb - cm— R (P T

cisco
7%“&'\" =

o
= IR ’? Introduction
2| =@ Network (Client) Access . B .
2 ) AnyComnect Connection Frof] T panelis used to manspe AnyConnect Clent Frofies and perform group assignment for AnyConnect version 2.5 or ater. You can select  profie to edit, change
s i es
@ & AnyConnect Customizationd :;mc.‘lp or Llp debt)e.l Yo‘u @n select the 'Add” button to add a new profile. Pressing the Import or Export button is for upload and downioad of client profiles between
! [E Preview CLI Commands X nect version 3.0 and later.
@) AnyConnect Clent Software
- Dynamic Access Polices The following CLI commands are generated based on the dhanges you made in ASDM. To send the commands to the
g Groue Policies ASA, dlick Send. To not send the commands and continue making changes in ASDM, dick Cancel.
TPsec(IKEv 1) Connection Pro,
TPsec(IKEv2) Connection Pro webvpn
1@ secure Mabiiity Soution anyconnect profies sales_profie disko: /sales_profie.xml Profile Location
o] % Address Assignment exit disk0: /sales_profile xml |
# n
; Ule::e\/:sn;;f i Acces e:ir:vcomect profies finance_profie disk:/finance_profile.xm!
g AAA[Local Users group-policy sales attributes
g3 Host Scan Imege webvpn o Preview
v P4\ Secure Desktop Manager anyconnect profies value sales_profile type user
¢ [E3 Certificate Management exit
it
Language Localzation e -
88 Load Baloncng el te
' Ii’ DEXCP Server anyconnect profies value finance_profile type user
oS exit
Advanced exit ‘
' |
< > g m . J
&3 Device Setup Send | Cancel Save ToFile...
gj Firewall - d
Remote Access VPN
gg Site-to-Site VON
@ Device Management

» | Aspy Reset
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[ e g ki
‘a| | Remote Access VPN = yea s Nl =

Introduction
twork (Client) Acosss This panel s used e files and perfor i for i la fil di
1 AnyConect Gonnieciion Profl is panel s used to manage AnyConnect Cient Profiles and perform group assignment for AnyConnect version 2.5 or |ater.You can select a profile to edit,

&l E AnyConnect Customization/Lo chane= are. n o o delete. You can select the 'Add’ button to add a new profile. Pressing the Import or Export button is for upload and dovenload of dient profiles

|2 Boolanarks

bet ee . loral machine and device.
JEr=]AnyConnect Client Profile ~e L ofile Usage field is Introduced with the Secure Mobiity Solution. This fisld contains different profile usage in AnyConnect version 3.0 and later.
[7g) AnyConnect Client Software

Dynamic Access Policies

" Pol | R
f;;faéfgsmmecm gl % Add I Edt| B85 Crange Group Policy| ] Delete| T} Tmport [ Export &5 Validote |

b IPsec(IKEV2) Conne”.cor ™ofi [

T3 Seaure Mobility S utic 1 ‘ Prenis ene Profile Usage Group Poicy Profile Location
+}-Bp Address Assig ~en S0 = disk0:/sales_profie. xmi
¥R Advan ed ﬁ ASAv license state: Unlicensed X - 0:ffinance_profle.xml

Clientless SU. VPN Access

ABALLC o sErL
b stScz i Im e There is no active ASAv platform license nstaled. The ASAv is running in degraded
\Ser - Be.ktop Manager & mode. Through-the-box firewall traffic wil be rate fimited to 100 Kbps and &
) Lertific st Management connection limit of 100 connections vl be imposed.

&) Lar uage Localization
28 ,ad Balancing
! g’ DHCP Server
[ Bons
. i A Advanced

<
| o, pevice setun
) el

@ R_m!; Access VPN
;ﬁ Site-to-Site VPN
@ Device Management
| = T
A P e e oA (> rieen 15 =1 . A 4137 10-30-n 1 aM EMT

Verify on ASA11v:

ASAlv/prifactit dir

Directory of disk0:/

(--Omitted here--)

62 -rwx 19473166 06:24:06 Apr 08 2022 anyconnect-win-4.2.04018-%3.pkg
70 -rwx 2552 07:32:57 Apr 08 2022 sales_profilexml
Tl -rwx 2552 07:32:58 Apr 08 2022 finance profile.xml

8571076608 bytes total (8540147712 bytes free)

ASAlv/prifact#
ASAlv/prifact# show running-config webvpn
webvpn
enable outside
anyconnect image diskG:/anyconnect-win-4.2.04026-k3.pkg 1
anyconnect profiles finance profile disk0:/ 5 ance profilexml
anyconnect profiles sales_profile diskQ:/sules profile.xml
anyconnect enahle
tunnel-group-list enaole
cache
disable
error-recovery disable
ASAlv/pri/act# show ronining-config group-policy
group-policy sales iniarnal
group-policy su'es attributes
dns=serve” velue 150.1.7.200
vpn-idle-umeout 1440
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vpn-tunnel-protocol ikevZ ssl-client ssl-clientless
agroup-lock value finance
split-tunnel-policy tunnelspecified
split-tunnel-network-list value finance
default-domain value cisco.com
split-dns value cisco.com
address-pools value financepool
webvpn
anyconnect keep-installer installed
anyconnect profiles value finance_profile type user
aways-on-vpn profile-setting
ASATv/pri/acti
ASALv/pri/act# write
Building configuration...
Cryptochecksum: 25a919ad 94931e63 2804d1cS aZed6i22

11970 bytes copied in 0.170 secs
[OK]
ASALv/prifact#

Verify on ASAlv:
By checking, it is found that the XML file and related configuration commands are missing.

ASAlv/sec/stbyé# dir
Directory of disk0:./

(--Omitted here--, The sales_profile.xml and finance profile.xml files were not tound)
63 -rwx 19473166 06:25:37 Apr 08 2022 anyconnect-win-4.2.01025-k9.pkg

8571076608 bytes total (8540151808 bytes free)

ASAlv/sec/stby # show running -config webvpn
webvpn
enable outside
anyconnect image disk0:/anyconnect-win-4.2.04018-k>.ptg 1
anycannect enable
tunnel-groug-list enable
cache
disable
error recovery disable
ASAlv/sec/stbydf show run group-policy
group-policy sales internal
group-policy sales attributes
dns-server value 150.1.7. 205
vpn-idle-timeout 1442
vpn-tunnel-preicao ikev2 ssl-client ssl-clientless
group-lock vaius sales
split-tunn>i-ralicy tunnelspecified
split-turinei-network-list value sales
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silit-dns value cisco.com
address-pools value salespool
webvpn
anyconnect keep-installer installed
always-on-vpn profile-setting
group-policy finance internal
group-policy finance attributes
dns-server value 150.1.7.200
vpn-idle-timeout 1440
vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
group-lock value finance
split-tunnel-policy tunnelspecified

split-tunnel-network- list value finance
default-domain value cisco.com
split-dns value cisco.com
address-pools value financepool
webvpn
anyconnect keep-installer installed
always-on-vpn profile-setting
ASAlv/sec/stby#

ASA11v:
Download two XML files from ASA1lv: sales profile.xml & finance profile..mi

ASAlv/pri/act# copy disk0:sales_profile.xml tftp:
Source filename [sales_profile.xml}? <Press “Enter">
Address or name of remote host []? 150.1.7.201
Destination filename [sales_profilexml]? <Press “Lriter’>
|

2552 bytes copied in 0.40 secs

ASALv/prifaci#

ASAlv/prifact# copy disk0:finance_profile.xml tftp:
Source filename [finance_pro’ilexml]? <Press “Enter”>

Address o- name of reioie host []7 150.1.7.201

Destination filesume [finance profilexml]? <Press “Enter">
!
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Source filename [sales_profilexnl]? <Press “Enter">
Address or name of remote host []? 150.1.7.201
Destination filename [sales_profile.xml]? <Press "Enter”>
|

2552 bytes copied in 0.40 secs

ASALv/prifaci#

ASAlv/prifacté copy diskO:finance_profile.xml tftp:
Source filename [finance pro’iexml]? <Press “Enter”>
Address or name of reroie host [? 150.1.7.201
Destination file::ame [finance profilexmi]? <Press “Enter”>
!

2552 hy'&s copied in 0.40 secs

ASAL, ari/act#

ASAlv:
Use TFTP to upload two XML files: sales_profile.xml & finance_profile.xml

ASAlv/sec/stby# copy tftp:sales_profile.xml disk0:
Address or name of remote host [150.1.7.201]? <Press “Enter”>
Source filename [sales_profile.xml]? <Press “Enter">

Destination filename [sales_profile.xml]? <Press "Enter”>

Accessing tftp://150.1.7.201/sales profilexml..!

Writing file disk0./sales_profilexml...
!

2552 bytes copied in 0.90 secs

ASAlv/sec/stby# copy tftp:finance_profile.xml disk0:

Address or name of remote host [150.1.7.201)? <Press “Enter”>
Source filename [finance_profilexml]? <Press “Enter”>
Destination filename [finance_profilexmi]? <Press "Enter”>
Accessing tftp://150.1.7.2C1/finance orofilexml...!

Writing file diskQ./finance_profile.xml...
!

2552 bytes copied in 0.70 secs
ASAlv/sec/stby# dir
Directory of disk0:/

(--Omitted here--)

63 -rwx 19473166 06:25:37 Apr 08 2022 anyconnect-win-4.2.04018-k9.pkg
65 -rwx 2552 07:51:13 Apr 08 2022 sales_profilexml
66 -nwx 2552 17:51:24 Apr 08 2022 finance_profile.xml

8571076608 bytes total (8540143616 bytes free)
ASALv/sec/stbyd

ASAl1lv:
~ Synchrcrize the configuration to ASAlv and save
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ASAl1lv:
Synchronize the configuration to ASAlv and save

ASAIv/prifact# write standby

building configuration...

[OK]

ASAlv/pri/actit Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

ASAlv/pri/act# write
Building configuration...
Cryptochecksum: 88276496 1603fca2 87199336 8ffc0del

11970 bytes copied in 0.180 secs
[OK]

ASAlv/prifactit

ASAlv:
View the XML file and the configuration synchronized from the ASA1lv

ASAlv/sec/stby4 show run webvpn
webvpn
enable outside
anyconnect image disk0:/anyconnect-win-4.2.04018-k9.pkg 1
anyconnect profiles finance profile disk0:/finance profile.xml
anyconnect profiles sales profile disk0:/sales_profile.xml
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable
ASAlLv/sec/stbyd show run group-policy
group-policy sales internal
group-policy sales attributes
dns-server value 150.1.7.200
von-idle-timeout 1440
vpn- tunnel protocol ikev? ssl client 25 cuentless
group-lock value sales
split-tunnel-policy tunnelspecified
split-tunnel-network-list vali:2 sales
default-domain value cisre.com
split-dns value cisco vom
address-pools v alue salespool
webvpn
anyconn-cl keep - installer installed

anyconnect profiles value sales_profile type user
alwa is-on-vpn profile-setting
greup-policy finance intermal
group-policy finance attributes
dns-server value 150.1.7.200
vpn-idle-timeout 1440
vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
group-=lock value finance
split-tunnel-policy tunnelspecified
split-tunnel-network-list value finance
default-domain value cisco.com
split-dns value cisco.oom
address-pools value financepool
webvpn
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anyconnect keep-installer installed
anyconnect profiles value finance_profile type user
always-on-vpn profile-setting

ASAlv/sec/stby#

Management PC:
Open https://ise310.cisco.com (ISE) web page

A Weeng FotentaiSecanty B X 4 o

« c (3 dot Senee |

T Q Search 9 =

Warning; Potential Security Risk Ahead

Firefox cetected 8 polential security threat and did not conbnus to sed10.c'sce oo n I wou visit s sie, attackers
coubd 11y 30 steal informauon e your passwords, emalls, Br recs cand otn's,

Leorn more.

® (Hecommended)

53101.6i5<0.COM <565 an Tt | e wil CoIficans.
The certificeie is w01 Irusled b, suse il s 12 T-signed

Error codie: MODLLA P!

ELF_SIGN R

View Certincats

Acozpt e Risk and Consrae e

RN

i
CIsco

Qs @ = ’

Identity Services Engine

Intuitive network socerity

oz

Please read the account and passwo. 1 table
carefully during the exam.

| szt cac s - 5o o 11 03 - -
& C O & nhops c0.com /ot <z O sooren g =
A
E Cisco IS Lashboard A Foukeri s QO B 8
Q Click here to open the main menu. B -
abifin Thraat ’
—
Towl Endpoiats Acilve endaoins (1) Rujected Endpaines () Anomalous Behavior Awthenticated Guests

( 0 0 0 0 0 ’

AUTHENTICATIONS ooe X i NETWORK DEVICES g * ENDPOINTS @

looxdn Joce  onciy Do s Ko ort Duvke  Faiies Aoooan DewcoHome Type  Locecken Frifbe  Logksl Proba
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@ ientty Services Engins x [N ATy

C

V. @ Q Sorcn €

X Cisco ISE

Dashboard

Context Visibility tions

Recent Pages
System Network Resources pxGrid Services
Folicy S¢

work Devices Summe
Authorization Profiles

6 Groups Slisnt Manag

Certificates Notwork Deviee P

D Wentty Services Engine w e - x
& C O & 150.1.7.117/2dmin/%ad on_s rinistratio ce certhzate 77 @ =
= Cisco ISE Administration - System Q ® @ @
Deployment  Licensing  Certificates Logging tenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Setlings
Certificste Management . O 11
System Certificates i cuasmsermoer tismecrmmseseto srotconteat s prvst <o airs o a3yt cervicas
| svsemcenncarne
Trusted Certificaies w - .. - s B
Cient rofiis
Friendly Name ~ UsedBy  Portalorouptag  Issued To Issued By Valid From Expiration Date  Status
SE310
pack
SE310.cisco.com  ISE310.CIsco.com sar, 29 @cxpirea
ot
RADIUS BTLS
EAP Authentication e e e T il
0.com
|
CN-ISE310.ciscoco  prlrid SE3T0cisco.com  Cortficate Servicos Tuo, 26 Jun 2024 Tus, 26 Jur 2020
Endpoint Sub CA - |
seate
o cate#iCertificate Serv.
ices Endpaint Sub C
A - ISE3104#00002
O.cisco.co  ISE Messaging SE310.cisco.com  Cortficste Services Tuo, 25 Jun 2024 . 26 Jun 2029
Endpoint Sub CA - |
seato
(m]
b Ca - ISE31040000
© dentity Services En x o X
< C QO & nitpsi//150.1.7.117/20 stration/administratio n/adrrinistration_system_o ficate 99 Q Search
Cisco ISE Administration - System Q 0 @ %
Deployment  Licensing  Certificates  Logging  Mzintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Sethigs
Gertificate Management - Issuer
Systom Cortificates o
Trsted Certificates ‘
OCSP Cient Profila —
Gertficate Sianine Reauests
e + Fricndly Dofault solf-signad server certificate
Descriptior
Certificate Authority >
Subject CN=ISEQ10.cisco.com
Subject Aiternative Name |S&N)  DNS Name: ISE310.cisco.com
Issve 1SE310.cisco.com
Valid From Wed, 26 Jun 2024 09:00:53 UTC
Valld To (Expiravor Sax, 29 Jun 2024 07:33:58 UTC
Serial Number 37 8E 7824 OF 08 C7 68 1F 2007 o
Slanature Algorithn SHA3BAVTHRSA
Key Length 4005
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(© identity Services Engine x | + = G x

&« C O & hitpsy//ize310.cisco.com/acimi- /sdminst stralion_systom W Q Secarch ]

Warning

Renewing this certificzte will cause an application server restart on the selected node.

Renewal Period

@ dentity Services Engine X+ = a b4 :
« > C QO G nitps://ise310.ce \_systi = _system_¢ i ¥ Q Search @ = |
|
= Cisco ISE Administration - System A Evaluatve Wade 89 ® B @
— 1
Deployment  Licensing  Certificates  Logging Maintenance ~ Upgrade  Health Checks Backup & Restore  Admin Access  Settings

B ErP Aumentcation: Use Cxiincals 191 EAP DO0OCOIS Il Use SSLITLS tunn<ing

Certificate Management ~ RADIUS DTLS: Use cerficats for tha RADSec sarver |
System Certificates B pxCric: Use certficate for the prGrid Cortroler

NDSeMCR Ui COILCAIN ot e 1SE MASFAQI3 SHaCh |
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* Portal oroep 130

Dafauilt Portal Certificata GV ()
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MOM Portal (defaut) My Davices Portal (detaut)
‘Sell-Registerad Gues! Portal (defaut) ‘Sponser Portal (defael) |
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I
|
Rebew SeT Stined Cerneate Set certificate velidity period to 10 years.

Renewal Period ]

Reset
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@ dentty Services Engine x|+ o x|
€« = C O & nttps//150.1.7.117 Jadmin/#aric =2 2t il jon_system/ad _system_certificates/certipztc Yy QU Sezrch 5 =

‘ © identity Services Enginc
|

o G
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Warning

Renewing this certificate will cause an application server restart on the selected node

. S

Renewal Period

x|+

Q & hitos://ise310.6 # o, _system_¢ W Q search

Warning

The system wil now restart. You will now be logged out while the restart occurs.
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Note: After regenerating the certificate, you need to clear the browser cookies and data, clear the browser

certificate, or change a browser.

| @ NawTib x | - - a X
« = C |Q fearch with Gocgle of ddress Q Search Menu OE
A battiog siiizd Syac end save dote. sigam

Newtsb Cd-T
New private window
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.
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G Search with Google or enter address Sevepoyey; [ ‘

Firdin page.. Ct-F
Zoom - % 4+ >

® o

’ More tools >
Hep >
1301117 YouTube Facebook Wikipedia Feadi @amazon Twitter

Eat Ctd+Shift-Q

3 Scttiogs x| + = [- IS
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&« C @ Frefox  aboutpreferencessprvacy W Q Seareh @ =
© Find in Settings
63 General SRy
£ o De ep.’v» Content and Dangerous Software Protection
o
"4 .'nc. dangerous and deceptive cantent Lezrn more
Q search Block dangerous downloads
B privacy & securiy 1% Wam you about unwanted and uncommon software
C) Sync
Certificates
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Security Devices...

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS,

Leam more

() Enable HTTPS-Only Mode in all windows Manage Exceptions.
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